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Random numbers generation

Classical algorithms can only provide
pseudo-random sequences

Quantum algorithms can 
generate intrinsic randomness



How can we recognize a 
quantum algorithm?



How can we recognize a 
quantum algorithm?



Device Independent Protocols

Device Independent protocols can be verified, 
relying solely on the input/output statistics

INPUT OUTPUT



Causal Inference
We can detect non-classical correlations

Device-Independently, exploiting causal inference. 
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D. Poderini, R. Chaves, I. Agresti, G. Carvacho, F. Sciarrino, Proc. UAI 2019



Instrumental scenario
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J. Pearl, Proc. UAI 1995, arXiv:1302.4976
B. Bonet, Proc. UAI 2001, arXiv:1301.2258
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Instrumental scenario
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ℐ ≤ 1 + 2 2 ≃ 3.82

Instrumental Inequality

R. Chaves, G. Carvacho, I. Agresti, V. Di Giulio, L. Aolita, S. Giacomini, F. Sciarrino, 
Nature Physics 14, 291-296 (2018)

T. Van Himbeeck et al., accepted on Quantum, arXiv:1804.04119 (2018)



Experimental Implementation
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NIST Randomness Beacon 
512 bit/minute

M. J. Fischer et al. Proc. International Conf. on 
Security and Cryptography 434-438 (2011)
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Experimental Implementation
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Pockels cell

ACTIVE FEED-FORWARD 

Experimental Implementation
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Single mode fiber 125 m long 

Experimental Implementation
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ℐG*H = 3.797 ± 0.050



We can exploit the instrumental inequalities
to detect non-classical correlations and 

certify intrinsic randomness

ℋPQR 𝑥 = −log 2(&
G

𝑃 𝑒 𝑚𝑎𝑥',)𝑃(𝑎, 𝑏|𝑒, 𝑥))

Randomness Quantifier

We want to obtain a lower bound min(𝓗𝒎𝒊𝒏 𝒙 )=fx(ℐ) for the 
min-entropy, performing the optimization over all quantum 

probabilities, such that

𝑃 𝑎, 𝑏 𝑥, 𝑦 = 𝑎 = 𝑇𝑟(ℳ'
*ℳ)

' 𝜌bc) and &
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NOT FEASIBLE

Randomness extraction



We can exploit the instrumental inequalities
to detect non-classical correlations and 

certify intrinsic randomness
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𝑐')*𝑃 𝑎, 𝑏 𝑥 = ℐ

𝑃 𝑎, 𝑏 𝑥, 𝑦 = 𝑎 ∈ 𝒬:

We recast the optimization
as a SDP problem

min(ℋPQR 𝑥 )=fx(ℐ) 

𝒬8𝒬:𝒬f𝒬

M. Navascués, S. Pironio, A. Acín, Phys. Rev.  Lett. 98, 010401 (2007) 

NPA hierarchy

Randomness extraction



Min-entropy per round
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𝑃 𝑎, 𝑏 𝑥, 𝑦 = 𝑎 ∈ 𝒬:

min(ℋPQR 𝑥 )=fx(ℐ)   

ℋPQR 𝑥 = −log 2(&
G

𝑃 𝑒 𝑚𝑎𝑥',)𝑃(𝑎, 𝑏|𝑒, 𝑥))

How does this min-entropy accumulate throughout the multiple runs?



Entropy accumulation

If the runs are indipendent and the probability distribution
P(a,b|x) is the same (iid assumption)

HPQR
g 𝑅 𝑆, 𝐸 ≥ 𝑛H(r|s,e)−𝑐g 𝑛

𝑅 = 𝑎8𝑏8𝑎:𝑏: …𝑎R𝑏R

an eavesdropper has side information about the single tuple (𝑎Q, 𝑏Q,𝑥Q)

r= 𝑎, 𝑏 𝑠 = 𝑥8S= 𝑥8𝑥: …𝑥R

To address the most general case, taking into account that there
could be interdependencies among the runs, we need to resort to 

the Entropy Accumulation Theorem (EAT)

R. Arnon-Friedman et al., Nat. Comm. 9, 459 (2019) 



EAT channels

Initial state Final state

E

R0 R1 Rn-1
…

Rn

𝓜1 𝓜2 𝓜n

O1 S1 O2 S2 On Sn

C1 C2 Cn

R. Arnon Friedman et al., Nat. Comm. 9, 459 (2019) 



EAT channels

Initial state Final state

E

R0 R1 Rn-1
…

Rn

𝓜1 𝓜2 𝓜n

O1 S1 O2 S2 On Sn

C1 C2 Cn

Side information correlated
to initial state

memory

Information that
should be kept

secret

Side information 
generated during

the processClassical value
computed from O and S



Our Protocol
We define a variable T = Bernoulli(γ):

• if T=1, 𝑥 ∈ 0,1,2 (test run)
• if T=0, x=2 (accumulation run)

ℳq

1
2

3

4

Tj= 0, 0, 0, 1 
Xj= 2, 2, 2, xj

Aj= a1, a2, a3, aj
Bj= b1, b2, b3, bj

Sj

Oj
Cj=(aj, bj, xj)

After applying n channels, we evaluate the violation ℐ𝑒𝑥𝑝 from the test runs
and, if ℐG*H < ℐstuGvtwxy + 𝛿 the protocol aborts.

I. Agresti et al., arXiv:1905.02027 (2019).



We define an event 𝞨 for which our
protocol does not abort,

i.e. that we obtain a ℐ > ℐthreshold.
Then, the smooth min-entropy, on the state 

conditioned on 𝞨 is lower bounded by:

HPQR
g 𝑅 𝑆, 𝐸 ≥ 𝑛t−𝜈 𝑛

𝜈 depends on:
- 𝜖 (smoothing parameter)
- 𝜖�b (error on the EA)
- | ∇𝑓PQR |� where 𝑓PQR ≤ 𝑖𝑛𝑓��(H)H(𝑂Q|𝑆QE) and 𝑓PQR ≥ 𝑡
- 𝑑�� (dimension of Oi)
- 𝛿 (statistical uncertainty on ℐ)

𝜖 =10-6 , 𝜖�b = 10-6 , 𝛿 = 10-3, n = 108

𝜖 =10-6 , 𝜖�b = 10-6 , 𝛿 = 10-3, n = 107

𝜖 =10-5, 𝜖�b = 10-5 , 𝛿 = 10-3, n = 106

Smooth min-entropy bound



Comparison with CHSH

Bit gain = (# obtained bits)/(# invested bits)

n = 1010

n = 109

n = 108

Visibility v : 𝜌 = | ⟩Φ ⟨Φ| 𝑣 + �𝐼 4 (1 − 𝑣)



Results
In our experiment

n= 172095 

= 0.1
ℐstuGvtwxy= 3.5

𝜖G*s = 10��
(classical extractor) 

𝛿 = 0.011
𝜖 = 𝜖�b = 0.1

𝛾 =1 only test runs

0.031125

L. Trevisan, J. ACM  48, 860-879, (2001). 
5270 extracted bits

I. Agresti et al., arXiv:1905.02027 (2019).



Conclusions

• Design of the first DI protocol within the Instrumental
scenario.

• The protocol guarantees full security. 

• Experimental implementation of the protocol in all of 
its parts.

• Under given circumstances, the randomess gain is higher
than CHSH based protocols.

• This study opens the path for future investigation of 
the Instrumental scenario for quantum information 
processing tasks.
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