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Random numbers generation

W, Classical algorithms can only provide
Lot pseudo-random sequences

Quantum algorithms can
generate intrinsic randomness




How can we recognize a
quantum algorithm?




How can we recognize a
quantum algorithm?

int getRondomNumber()

return 4 // chosen by fair dice roll.
/| Quaranteed to be random.
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Device Independent Protocols
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Device Independent protocols can be verified,
relying solely on the input/output statistics




Causal Inference

We can detect non-classical correlations

Device-Independently, exploiting causal inference.

@ / ’\ ﬁ z Capxyb(a, blxy) <2
\ a,b,x,y

violation
p ( a, b | X,y ) Different underlying non-classical

collected statistics causal structure correlations
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Tnstrumental scenario
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J. Pearl, Proc. UAI 1995, arXiv:1302.4976
B. Bonet, Proc. UAI 2001, arXiv:1301.2258



Tnstrumental scenario

medicine
or
placebo

healing

patient’s
compliance



Tnstrumental scenario

Instrumental Inequality

with (AB)y = Yap=01(—1D**Pp(a, b|x)



Tnstrumental scenario

Instrumental Inequality
0,1,2

with (AB)y = Yap=01(—1D**Pp(a,b|x)

7<1+2V2 = 3.82

R. Chaves, G. Carvacho, I. Agresti, V. Di Giulio, L. Aolita, S. Giacomini, F. Sciarrino,
Nature Physics 14, 291-296 (2018)
T. Van Himbeeck et al., accepted on Quantum, arXiv:1804.04119 (2018)



Experimental Implementation
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Experimental Implementation
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Experimental Implementation

NIST Randomness Beacon
512 bit/minute
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Experimental Implementation
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Experimental Implementation
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Experimental Implementation
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Experimental Implementation

Feed-Forward
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Experimental Implementation
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Experimental Implementation
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Randomness extraction

We can exploit the instrumental inequalities
to detect non-classical correlations and
certify intrinsic randomness

Randomness Quantifier Extiactor
Honin(¥) = —log,( ) P(e) maxq,,P(a ble, x))
e

We want to obtain a lower bound min(H i, (x))=£f,(7) for the
min-entropy, performing the optimization over all quantum
probabilities, such that

NOT FEASIBLE
P(a,blx,y = a) > (

MEME pag) and z CapxP(a,blx) =17

a,b,x



Randomness extraction

We can exploit the instrumental inequalities
to detect non-classical correlations and
certify intrinsic randomness

Extractor

min (Hpin(x))=£,(7)

We recast the optimization
as a SDP problem

NPA hierarchy
P(a;b|x;y=a) € QZ

z CapxP(a,blx) =17

a,b,x

M. Navascués, S. Pironio, A. Acin, Phys. Rev. Lett. 98, 010401 (2007)



Min-entropy per round
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min (Hpin(x))=£,(7) g
O

P(a,blx,y =a) € Q, g 0
>

8_0.6—
2 Can P(a, blx) = T S

O 0.4 4
a,b,x -

€ 0.2

7'[min(x) - —log Z(ZP(B) maxa,bp(a'ble' x)) 3.0 3.1 3.2 3.3 3.4 3.5 3.6 3.7 3.8
e Instrumental violation

How does this min-entropy accumulate throughout the multiple runs?



Entropy accumulation

If the runs are indipendent and the probability distribution
P(a,b|x) is the same (iid assumption)

HE .. (R|S,E) = nH(rls,e)-c./n
R = aybjazb, ...apby,  S=x1%;..xp, r=(a,b)s = x;

an eavesdropper has side information about the single tuple (a;, b;,X;)

To address the most general case, taking into account that there
could be interdependencies among the runs, we need to resort to
the Entropy Accumulation Theorem (EAT)

R. Arnon-Friedman et al., Nat. Comm. 9, 459 (2019)



EAT channels

Initial state Final state

R. Arnon Friedman et al., Nat. Comm. 9, 459 (2019)



EAT channels

: E:E Side information correlated
I to initial state

Final state

Initial state memory

Information that (, Icz | C, Side information
should be kept : generated during

secret Classical value the process

computed from O and S



Our Protocol

We define a variable T =

« if T=1, x€(0,1,2) (test run)

« 1f T=0,

X=2

(accumulation run)

~

(e e e )

/

Bernoulli(y):

Cs=(aj, bj, %

After applying n channels, we evaluate the violation Jexp from the test runs
and, if Joxp < Jtpresnoia +0 the protocol aborts.

I. Agresti et al., arXiv:1905.02027 (2019).



Smooth min-entropy bound

We define an event 2 for which our

protocol does not abort, 1.0
i.e. that we obtain a J > Jihreshold.
Then, the smooth min-entropy, on the state
conditioned on 2 is lower bounded by: E
O
)
C 0.5
:- --------------- .E LII_I
uin (RIS, E) 2 nt-vyn . £
HE iy (RIS, E) = nt-v n =
v depends on: 0.0
- € (smoothing parameter) 3.0 3.4 3.8
- €gp4 (error on the EA) Instrumental Violation

- |IVfminllo Where fiin < iani(p)g'[(OilsiE) and frin =t
- dp, (dimension of O;)
- 6 (statistical uncertainty on J)

. € =10_6,EEA = 10_6, 0= 10_3, n =108
© €=10% e, =10°,6 =103, n =10’
. € =10_5, €Epa — 10_5, 0= 10_3, n = 10°



Comparison with CHSH
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Visibility
Bit gain = (# obtained bits)/(# invested bits)
Visibility v : p=|ONP|v+ 1/4 (1-v)



Results

In our experiment

0.30

o
N
Ul

n= 172095
y =1 only test runs

o
N
o

Jthreshold= 3+5

©
=
o

Min-Entropy per run

0 =0.011 0051 (0.031125

€ = €Egpq — 0.1 :

Eoxt = 107° 0005 3.4 3%5 3.6 3.7 38
(classical extractor) Instrumental Violation

5270 extracted bits

L. Trevisan, J. ACM 48, 860-879, (2001).
I. Agresti et al., arXiv:1905.02027 (2019).



Conclusions

Design of the first DI protocol within the Instrumental
scenario.

The protocol guarantees full security.

Experimental implementation of the protocol in all of
its parts.

Under given circumstances, the randomess gain i1s higher
than CHSH based protocols.

This study opens the path for future investigation of
the Instrumental scenario for quantum information

processing tasks.
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Experimental device-independent certified randomness generation with an
instrumental causal structure

Iris Agresti, Davide Poderini, Leonardo Guerini, Michele Mancusi, Gonzalo Carvacho, Leandro Aolita, Daniel Cavalcanti, Rafael
Chaves, Fabio Sciarrino
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The intrinsic random nature of quantum physics offers novel tools for the generation of random numbers, a central challenge for a plethora
of fields. Bell non-local correlations obtained by measurements on entangled states allow for the generation of bit strings whose randomness
is guaranteed in a device-independent manner, i.e. without assumptions on the measurement and state-generation devices. Here, we
generate this strong form of certified randomness on a new platform: the so-called instrumental scenario, which is central to the field of
causal inference. First, we theoretically show that certified random bits, private against general quantum adversaries, can be extracted
exploiting device-independent quantum instrumental-inequality violations. To that end, we adapt techniques previously developed for the
Bell scenario. Then, we experimentally implement the corresponding randomness-generation protocol using entangled photons and active
feed-forward of information. Moreover, we show that, for low levels of noise, our protocol offers an advantage over the simplest Bell-
nonlocality protocol based on the Clauser-Horn-Shimony-Holt inequality.

Agresti et al., arXiv:1905.02027(2019)
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